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Completing the New Mexico Broadband Highway

Agenda

o Brief Introductions / SEN Team & Advisory Committee
o BDCP & SEN: Education-focused network 
o SEN Participation – Anatomy of a Connection
o Operating Local Networks: Inventory / Operations / Automation
o Creating Digital Resiliency – an overview
o Open Discussion & Help needed / feedback
o After-hour Networking
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PSFA/OBAE Broadband for school programs

E-rate
Projects

$10-20M / 
year

$1-2M 
OBAE

(Fiberoptic / 
Network 

Upgrades)

NM SEN

$4-8M / 
year

OBAE 
(depends on 

size of 
network)

Student 
Connectivity 

/ WiFi on 
School 

Buses (E-
rate)

& OBAE’s 
Student 
Connect

$25M
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E-rate Projects

• Fiberoptic (Cat1) & Network equipment (Cat2)
• 2016-2024: ~450 Projects / $135M / $115M E-rate (85%) E-rate 

• NM #2 in the Nation in 2025
• Better networks in schools
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E-rate Projects

• ~$0.75M in reimbursements
• 28 Projects reimbursed or in-progress
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E-rate Projects

• Basic documentation
• FCC forms – automatic (OBAE)

• Simplify process further
• Aim to expand state funding coverage
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SEN Overview

24/7/365
NOC & SOC
PSL / NMSU

1 Gbps Min.

100+ Gbps



SEN - Black Solid Lines: 7/01/24

OBAE Wide Area Network (Red)
Leverage SEN-developed sites

100 – 400Gbps
Circuits allow for all sites to 
be protected from fiber cuts.
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SEN – Participants (~47% of student population)



Service 
Completion 

Document

• Conveys the following information for participants to 
attach to the SEN:

• Port on the access router to connect to:
• Port location
• Media type
• Speed
• Number of connections

• IDs, dates, and addresses
• OrganizationID
• CircuitID
• ServiceID

• Describes the IPs to use and routing setup
• Point-to-point WAN Ips – typically /30 or /31
• Optional routable allocated IPs – to be considered 

by participant as Provider-Allocated



Operating Local Networks

Inventory • Operations • Automation



Objectives & Audience

• Audience: non-technical to basic proficiency staff; e.g., small 
schools with limited IT resources

• Outcomes: minimal Source of Truth (SoT), basic operations 
practices, safe first-steps in automation

• Constraints: low cost, low complexity, predictable upkeep



Inventory: Start Simple

• Begin with a spreadsheet for critical assets
• Capture (examples): name, vendor, function/role, IP, 

management URL, site/room, VLAN/SSID, owner, support 
notes

• Do not store credentials in the sheet; note where they are 
stored (e.g., password manager)



Source of Truth

• Single, authoritative record of network/server assets and 
intent

• Accurate and complete, with timely updates
• Goal: the SoT is trusted and used for reference



Keeping SoT Current

• Assign ownership: who updates which data
• Quick-update workflow after changes (moves, adds, VLAN 

changes)
• Monthly spot-checks; quarterly audits vs monitoring data



From Spreadsheet to NetBox

• Target: NetBox as the final SoT for devices, IPs, racks, sites
• Map columns → NetBox objects (device, interface, IPAM, site)
• Import via CSV or simple scripts; iterate in small batches
• Back up the SoT regularly (export/DB backup)



NetBox Labs Free Tier



Operations: What is the Current Status of your 
devices?

• Monitor availability: up/down of key devices and services
• Track basics: CPU, memory, interface errors, disk capacity
• Create simple dashboards for front office and IT



Monitoring Tools (Examples)

• Simple: Uptime Kuma, checkmk, Netdata
• Complex: LibreNMS, Zabbix, Prometheus
• Choose one to try or try them all if time permits
• All have some form of dashboard
• Take advantage of email/SMS/Teams/Slack alerts
• Pay attention to threshold tuning



Additional Operations Goals

• Use maintenance windows for planned changes
• Regular patching schedule for network/servers
• Lightweight change log and incident log
• Spare kit: console cables, SFPs, small switch
• Onboarding/offboarding checklists
• Discover unknown devices on the network



Advanced goal: Network Segmentation

• Separate VLANs/SSIDs: Infrastructure, Student, Guest, 
Cameras, IoT, Printers, etc.

• Default-deny between segments; allow only necessary flows
• Take advantage of Firewall capabilities



Automation: Start with Backups

• Schedule cloud backups of critical data and SoT exports
• Test restores!
• Document recovery steps for reference during incidents



Automation: Config Backups

• Use Oxidized or RANCID for network device configs
• Daily/hourly pulls, use versioning with Git; alert on config 

change
• Store repos securely; restrict device credentials



Other Automation Examples

• Scheduled VM/container backups and verification
• Device lifecycle automation

– Add to Netbox
– Add to monitoring
– Update DNS, IP addresses
– Decommission 

• Generate Reports
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Merike Kaeo – vCISO / SEN Security Framework Architect

o Creating Fundamental Digital Resilience
o Enabling Business Continuity
o Incident Detection/Response/Recovery
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What Is Fundamental Cyber Hygiene ?

Incident Response / Crisis Plan
• Who do you notify or ask for help?
• Backups for Critical Assets

    Vulnerability Management
• Responsible Disclosure
• Timely Patch Management

    Network  Segmentation
• Avoid Fate Sharing

Security Controls
– User Authentication/Authorization
– Device Authentication/Authorization
– Access Control (Packet/Route/URL)
– Data Integrity
– Data Confidentiality
– Auditing / Logging
– DDoS Mitigation
– Situational Awareness (Threat Intel)
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Stolen Credentials Often an Initial Vector

o Being a victim of a phishing attack
o Laptop gets stolen
o Sharing your password with another person
o Re-using same password on many systems
o Spyware on your computer installed a keylogger
o Storing your secret/private key in an easily accessed file
o Sending credentials in cleartext emails
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Enabling Business Continuity
o Identify Most Critical Assets

o Which system will cause most business disruption when not available?

o Ensure Critical Assets Are Recoverable From Incidents
o How often are backups performed?

o Can backups be tampered with to make data recovery impossible? 

o Monitor Health of Critical Systems
o Has anyone had unauthorized access?

o Have any files been recently added or modified?

o Identify Outstanding Security Vulnerabilities
o Vendor notifications

o External vulnerability scans (especially Internet-facing assets)
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Need To “Automate the Boring”
o Keep Track of Digital Footprint

o IP addresses / Domains (subdomains)

o Email addresses

o Enable Automated Periodic 
Vulnerability Scanning

o Monitor and Alert on Unauthorized 
Access to Critical Assets

o Monitor and Alert on Unusual Traffic
o Get Trusted Threat Intelligence Feeds 

To Automatically Block Going to 
Known Malicious Sites

o Firewalls / DNS Resolvers



Completing the New Mexico Broadband Highway

Incident Response Plan Basics
o Incident Reporting

o Who do schools report any potential incident to?

o Who gets informed at school if there’s a potential incident?

o Incident Classification and Escalation
o Who validates the incident and assesses impact?

o When is an incident escalated and to whom?

o Who is person in charge and authorized to make incident response decisions for the 
school?

o Which secure communication mechanism will be utilized to discuss incident once it’s 
been validated?

o Incident Handling
o Who handles incident remediation and restoration of systems?

o Who handles internal/external communication?
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SEN Security Framework

IDENTIFY

PROTECT

DETECT

RESPOND

RECOVER

Center For Internet 
Security has 18 
Security Domains 
with a total of 153 
controls

SEN Framework will 
align with controls 

Added 19th Domain 
to include Routing, 
DNS and Credential 
Management 
controls

1. Inventory and Control of Enterprise Devices
2. Inventory and Control of Software Assets
3. Data Protection
4. Secure Configurations of Device & SW Assets
5. Account Management
6. Access Control Management
7. Continuous Vulnerability Management
8. Audit Log Management
9. Email and Web Browser Protection
10.Malware Defenses
11.Data Recovery
12.Network Infrastructure Management
13.Network Monitoring and Defense
14.Security Awareness and Skills Training
15.Service Provider Management
16.Application Software Security
17.Incident Response Management
18.Penetration Testing
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SEN Foundational Security
o Automation of Inventory Control
o Automated Network Infrastructure Management
o Automated User Provisioning
o Advanced Firewall Protection

o Utilizing automated threat intelligence feeds

o Proactively block traffic to known malicious sites 

o Proactive Monitoring and Defense
o DDoS mitigation

o Intrusion detection infrastructure with continual updates of known threats

o Netflow to act on unusual traffic patterns

o Incident Response via Dedicated SOC
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